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5. Incident Monitoring [IR-5] 

5.1. The incident handler must maintain specific documentation based on the type of each 
incident to support forensics and trend analysis. 

 
6. Incident Reporting [IR-6] 

6.1. Lamar University affiliates must report an identified incident to the Office of the ISO.  
6.2. 
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during an incident. 
 

 
 
 

V. EXCEPTIONS 
 

A. The ISO, with the approval of the Lamar University President, may issue documented exceptions 
to controls in this policy based on justifications communicated as part of the risk assessment 
process. 

 
VI. ENFORCEMENT 

 
A. Failure to adhere to the provisions of this policy statement may result in: 

1. Loss of Lamar University Information Resources access privileges. 
2. Disciplinary action up to and including termination for employees, contractors, or consultants. 
3. Dismissal for interns and volunteers. 
4. Suspension or expulsion in the case of a student. 
5. Civil or criminal prosecution. 




